Abstract. Mobile devices have been increasingly become important tools for the information system application in agriculture, but the safe problem that follow also results in risks of economy lose. Considering above problems and combining the application of an agriculture chain logistics management system, a series of jobs have been done. This paper presents a data security solution which encrypts the configuration files to protect sensitive information and uses SSL protocol to protect the network transmission security. At present, this solution has been modular integrated with the agriculture chain logistics management system. This paper also provides reference for data security problems of other mobile devices.
Data security solution design

Fig. 2. Data security solution
Aiming at the significant safety hazards in the application process of the system and following the simple, practical, low-power principle, this paper designs a security solution as below: a. Block encrypting configuration files of client-side system. Because part of the profile information needs to be exposed to prepare for flexibly changing, only the server address, database address and other important information require for encrypted storage.
b. SSL protocol to protect data security during the process of network connection.
SSL handshake protocol will automatically perform exchanging keys and symmetrical encrypt to prevent the safety hazards after the transmission attacking.
Above both security modules have been established in the agriculture chain logistics management system. To meet the needs of flexible application on other systems, lots of jobs have also been done to reduce the coupling degree. This solution, though, has certain pertinence; it covers most of the basic security requirement of mobile devices. Superadded the modular development, this solution has a general significance for other applications.
Configuration files encryption
The system configuration files are XML format, so we mainly study XML encryption.
The biggest difference between XML encryption and conventional encryption is the introduction of the concept of encryption granularity; you can encrypt the whole document, the document element or document element content. After encryption the whole element is replaced with an element named <EncryptedData>. The element contains information with encryption or decryption information, encrypted data and encrypted data references, etc.. The <EncryptedData> element is the core element in the syntax. Not only does its cipherdata child contain the encrypted data, but it's also the element that replaces the encrypted element, or serves as the new document root.
When encrypting an XML element or element content the <EncryptedData> element replaces the element or content (respectively) in the encrypted version of the XML document [1] .
Encrypt the xml using a combination of asymmetric and symmetric encryption requires a symmetric session key to encrypt the data and an asymmetric key to protect the session key. Both the encrypted session key and the encrypted data are stored together in the xml document. The public asymmetric key is used to encrypt the session key while the private asymmetric key is used to decrypt the key [2] .
SSL
Short for Secure Sockets Layer, a protocol developed by Netscape for transmitting private documents via the Internet. SSL uses a cryptographic system that uses two keys to encrypt data a public key known to everyone and a private or secret key known only to the recipient of the message. Both Netscape Navigator and Internet
Explorer support SSL, and many Web sites use the protocol to obtain confidential user information, such as credit card numbers. By convention, URLs that require an SSL connection start with https: instead of http:.
The primary goal of the SSL Protocol is to provide privacy and reliability between two communicating applications. The protocol is composed of two layers. At the lowest level, layered on top of some reliable transport protocol (e.g.
[TCP]), is the SSL Record Protocol. The SSL Record Protocol is used for encapsulation of various higher level protocols. One such encapsulated protocol, the SSL Handshake Protocol, allows the server and client to authenticate each other and to negotiate an encryption algorithm and cryptographic keys before the application protocol transmits or receives its first byte of data. One advantage of SSL is that it is application protocol independent. A higher level protocol can layer on top of the SSL Protocol transparently.
Fig. 3. SSL Protocol
The SSL Handshake Protocol is one of the defined higher level clients of the SSL Record Protocol. This protocol is used to negotiate the secure attributes of a session.
Handshake messages are supplied to the SSL Record Layer, where they are encapsulated within one or more SSLPlaintext structures, which are processed and transmitted as specified by the current active session state [12] [13] [14] . randomly generated data, and other information the server needs to communicate with the client using SSL.
b. The server sends the client the server's SSL version number, cipher settings, randomly generated data, and other information the client needs to communicate with the server over SSL. The server also sends its own certificate and, if the client is requesting a server resource that requires client authentication, requests the client's certificate.
c. The client uses some of the information sent by the server to authenticate the server (see Server Authentication for details). If the server cannot be authenticated, the user is warned of the problem and informed that an encrypted and authenticated connection cannot be established.
d. Using all data generated in the handshake so far, the client (with the cooperation of the server, depending on the cipher being used) creates the premaster secret for the session, encrypts it with the server's public key, and sends the encrypted premaster secret to the server.
e. If the server has requested client authentication (an optional step in the handshake), the client also signs another piece of data that is unique to this handshake and known by both the client and server. In this case the client sends both the signed data and the client's own certificate to the server along with the encrypted premaster secret.
f.
If the server has requested client authentication, the server attempts to authenticate the client (see Client Authentication for details). If the client cannot be authenticated, the session is terminated. If the client can be successfully authenticated, the server uses its private key to decrypt the premaster secret, then performs a series of steps (which the client also performs, starting from the same premaster secret) to generate the master secret.
g. Both the client and the server use the master secret to generate the session keys, which are symmetric keys used to encrypt and decrypt information exchanged during the SSL session and to verify its integrity--that is, to detect any changes in the data between the time it was sent and the time it is received over the SSL connection.
h. The client sends a message to the server informing it that future messages from the client will be encrypted with the session key. It then sends a separate (encrypted) message indicating that the client portion of the handshake is finished.
i. The server sends a message to the client informing it that future messages from the server will be encrypted with the session key. It then sends a separate (encrypted) message indicating that the server portion of the handshake is finished.
j.
The SSL handshake is now complete, and the SSL session has begun. The client and the server use the session keys to encrypt and decrypt the data they send to each other and to validate its integrity. [12] [13] [14] 6. Implementation of secure data transfer solution
Encrypting configure file
We encrypted the key of symmetric encryption algorithm using asymmetric algorithm on configure file, to ensure the security of key exchange, then we make encryption and decryption on file data using symmetric encryption algorithm, which is the recommended method of XML encryption specification. In the process of configure file encrypting，firstly public key and private key pair was generated and saved into security key container，secondly one single session key was generated by AES algorithm, by which XML document element was Encrypted，thirdly AES session key was Encrypted using RSA public key, finally the encrypted AES session 
Conclusions
In this article,we introduced a secure data transfer solution of moving equipment using XML encryption and SSL protocol, and implemented it in Agriculture Chain Logistics Management System. In the practice, the solution satisfied the security requirement of data transfer in system, in which the server side is in Myeclipse framework and client side is in .NET3.5 framework. We believe as the moving equipment in agriculture becomes more and more Diversity，the data transfer security problem will drawn wide attention.
